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Hyrje
» Single switched dhe wireless networks

- Operojné tek Shtresa 1 dhe 2 (physical dhe data link)
- Standardet vijné térésisht nga OSI

» Internet
(> Operojné tek Shtresa 3 dhe 4 (internet dhe transport)\

- Standardet vijné kryesisht nga Internet Engineering
Task Force (IETF)

- Quhen standarde TCP/IP “
(- Publikimet quhen RFC A \




8.1: Standardet kryesore TCP/IP

5 Application Aplikacionet e Aplikacionet e Supervizimit
Pérdoruesit

HTTP SMTP Shumé DNS Dynamic Shumé
té tjera Routing té tjera

Protocols
=ﬁ

Tee uo?

IP ICMP ARP
J

7 o ¥ il B

TCP/IP ka standardet k'r'yesore té Internet dhe
Transport:

IP, TCP, dhe UDP.




8.1: Standardet kryesore TCP/IP

5 Applicatior: Standardet kryesore | Aplikacionet e Supervizimit

TCP/IP

HTTP SMTP Shumé |DNS = Dynamic Shumé
té Routing té tjera
tiera Protocols
4 Transport RN el | UDP
IFAAD A DD

TCP/IP ka gjithashtu standarde té Application.

1 Physical Asnjé: Pérdorin standardet OSI




8.1: Standardet kryesore TCP/IP

5 Application Standardet kryesore Aplikacionet e Supervizimi
TCP/IP

HTTP  SMTP  Shumé& DNS Dynamic Shumé
té tjera Routing te
Protocols tjera

4 Transport

IP ICMP ARP

 all B 'S

supervizimit si né shtresén Application dhe
Internet.




8.2:IP, TCP, dhe UDP

Protokolli

TCP

Shtresa

4 (Transport)

4 (Transport)

3 (Internet)

Connection-
Oriented/
Connectionless

Connection-
oriented

Connectionless

Connectionless

Reliable/
Unreliable

Reliable

Unreliable

Unreliable

Ngarkesa e
ulét/
Ngarkesa e
larté

E larté

E ulét

E ulét
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8.3: Adresa Hierarkike IP

Network Part (not always 16 bits)

Y Y
128.171.17.13

Subnet Part (not always 8 bits)

Host Part (not always 8 bits)
‘ Total always is 32 bits

me?net (all IP addresses

)

~

Adresa IP
zakonisht ka tre
pjeseé .

\/
UH Network (128.171)
Shidler Subnet (17

10



8.3: Adresa Hierarkike IP

» Pjesa e rrjetit i jepet njé firme nga ISP, ose
ndonjé entiteti tjetér nga njé “reqgistered
number provider”.

- Firma e ndan hapésirén e adresave né
subnet-e.

- Né secilin subnet, pjesa e hostit tregon
njé host té vecanté.

» Né njé adresé IP, sa té gjata jané pjesa
e rrjetit, subnetit, dhe hostit?

=
N\
\\
\ W
& N
AN AN
A\ AN
X\ OO




8.4: Border Router, Internal Router,

Networks, dhe Subnets

Border routers lidhin rrjetat e ndryshme

(192.168.x.x & 60.x.X.X)

Interna ’ ISP Network
Router Corporate Border 60.x.X.X
Network Router
192.168.X.X
& he




8.4: Border Router, Internal Router, Networks,
dhe Subnets

Subnet 192.168.2.x

Subnet
Internal

Corporate
Network

Subnet 192.168.3.x | 192.168.x.X

‘ 192.168.1. RN
Router J = <}

Border
Router

.

ISP Network
60.X.X.X

13




8.5: Network Mask dhe Subnet Mask

» Problemi

> Nuk ka asnjé ményré pér té treguar pjesén e
rrjetit, subnetit dhe hostit né njé adresé IP,
thjesht duke e paré até. Mund té themi vetém gé
éshté 32 bit.

- Zgjidhja: maska.




8.5: IP Network dhe Subnet Masks

» Zgjidhja: maska

- Maska éshté njé seri 1 (binar) ndjekur nga njé seri O
(binar) né total 32 bite, njésoj si adresa IP.

> P.sh.
- 11111111 11111111 00000000 00000000 (binar)

- 255.255.0.0. (dhjetor me piké)
- /16. (prefiks)

- 11111111 11111111 11111111 00000000
- 255.255.255.0.
U224

15



8.5: IP Network dhe Subnet Masks ||

Adresa IP Destinacion 128 171 17 13
10000000 10101011 00010001 00001101
Network Mask (/16) 255 255 0 0
11111111 11111111 00000000 | 00000000
Logical AND
Adresa e Rrjetit 128 171 0 0
10000000 10101011 00000000 00000000
& e



8.5: IP Network dhe Subnet Masks ,

Subnet Mask

Dotted Decimal Notatin

Adresa IP Destinacion 128 171 17 13
Network Mask (/24) 255 255 255 0
Logical AND

Adresa e Rrjetit 128 171 17 0

.

17
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Funksionimi i Router-ave

» Routerat jané pajisje internetwork-ing.

» Do té shikojné si e drejtojné router-at
paketat gé mbeérijné tek ta.

» Por fillimisht rikujtojmé se si i drejtojné
Ethernet switche-t framet gé arrijné tek ta.

19



8.6: Ethernet Switching kundrejt IP Routing

/ Ethernet switches \

Ethernet Switching P organizohen né hierarki,

késhtu gé ka vetém njé porté
Port 5 on Switch 1 | t€ mundéshme pér té dérguar

/ ka vetém njé rresht pér
\_ adresé. -
~ g Switching Table Switch 1

/ Switch | Port Station

O 2 Al1-44-D5-1F-AA-4C
B2-CD-13-5B-E4-65
C3-2D-55-3B-A9-4F
D4-47-55-C4-B6-F
E5-BB-47-21-D3-56

A1-44-D5-1F-AA-4C
Switch 1, Port 2

L1 U1

20



8.6: Ethernet Switching kundrejt IP Routing “‘

Route 1:
BDE

Interface
1

Router A

(Not

Router D

L
-
-
_____

-

-
= -
-

/" Router-at jané té (erace?

organizuar né mash oo 3 CE
.. oute J:
me shumé (Selected) |

alternativa pér "7 N2

\_ route. Y Router C = Router E &
. . . . Subnet
/Keshtu njé router mund ta dergo_|e\F 60 3 .x X

njé paketé jashté nga mé shumé se .

njé ndérfagés (porté), dhe ndérkohé Host |‘ D

ta drejtojé paketén drejt 603.47.129 "¢

destinacionit.

>

21



8.6: Ethernet Switching kundrejt IP Routing

Routing Table for Router A

IP Address Next-Hop
Route Range Interface Router

2 128.171.x.x 1 B
4 10.5.3.x 4 Q
5 128.17117x 3 Local
6 10.4.3.X 2 C

/ Késhtu né \

tabelén e
routimit shumé
rreshta mund
te japin
informacione
konfliktuale
rreth asaj se
cfaré té béhet

{ne njé paketéj

22




8.7: Procesi i Routimit

» Routing

> Procesimi i njé pakete individuale dhe pasimi né
rrugén e saj éshté quajtur routing.

|P ROUtIng Router A

Interface

-
-
-

Packet to 60.3.47.129

1 Possible

-
-----
- -

23



8.7: Procesi i Routimit

» Tabela e Routimit

- Cdo router ka njé tabelé routimi gé e pérdor pér
té realizuar vendimet e routimit.

-
- Reshtat e tabelés IP Address |
/Secili rresht pérfagéson Route| Range Interface

njé route pér njé rang 1 60 3 X X 1
té adresave IP — T8 1T Xk
gé pérfagéson paketat 3 60347 x ,
gé shkojné tek i njéjti 4 10.5.3.x 4
rrjet ose subnet. 5 128171.17x 3
K ‘ / 6 10.4.3.X 2

W\
oW

24



8.7: Procesi i Routimit

» Rreshtat e Ethernet Switching Table jané
rregulla pér té drejtuar MAC Adresat
individuale Ethernet.

» Rreshtat e Router Routing Table jané
rregulla pér té drejtuar rangje té Adresave
IP.

25



Kolonat né Routing Table

Destination Rangu i adresave IP gé pérfagésohen
nga ai rresht

Mask Maska pér até rang (rresht)

Metric Parametér cilésie i atij route

Interface Ndérfagési (porta) gé pérdoret pér té
nxjerré paketén

Next-Hop Pajisja (router ose hosti destinacion)

Router né njé subnet me ndérfagésin nga ku
del paketa

26




8.8: Routing Table

Mask (/Prefix)

co N O uvi »~ W N

Destination
Network or
Subnet

127.171.0.0
172.30.33.0
60.168.6.0
123.0.0.0
172.29.8.0
172.40.6.0
128.171.17.0

172.29.8.0

255.255.0.0 (/16)
255.255.255.0 (/24)
255.255.255.0 (/24)
255.0.0.0 (/8)
255.255.255.0 (/24)
255.255.255.0 (/24)
255.255.255.0 (/24)
255.255.255.0 (/24)

Metric
(Cost)

47
0
12
33
34
47
55
20

Interface | Next-

- N N

w w W

Hop
Router

Local

T T T ™ O 0O

27



8.8: Routing Table

Destination Mask (/Prefix) Metric | Interface | Next-
Network or (Cost) Hop
Subnet Router

9 172.12.6.0 255.255.255.0 (/24) 23 1 F

10 172.30.12.0 255.255.255.0 (/24) 9 2 G

11 172.30.12.0 255.255.255.0 (/24) 3 3 H

12 60.168.0.0 255.255.0.0 (/16) 16 2 G

13 0.0.0.0 0.0.0.0 (/0) 5 3 H

28




8.7: Procesi i Routimit

» Vendimet e Routimit

- Kurdo gé té vijé paketa, routeri kontrollon
adresén IP, pastaj....

[ Hapi 1: Gjen gjithé Rreshtat gé pérputhen\

- Hapi 2: Gjen Rreshtin gé pérputet mé miré.

- Hapi 3: Dérgon paketén sipas drejtimit gé
sugjeron Rreshtin gé pérputet mé miré (Next-
Hop)

29



8.7: Procesi i Routimit

» Hapi 1 : Gjetja e gjithé rreshtave qé
pérputhen

- Routeri kontrollon adresén IP destinacion té
paketés gé i vjen.

o E krahason kété adresé IP me secilin rresht.

* Fillon me rreshtin e paré.

- Kontrollon tek secili rresht.

- Ndalon vetém kur té keté shkuar né rreshtin e
fundit.

30




8.7: Procesi i Routimit

» Hapi 1 : Gjetja e gjithé rreshtave qé pérputhen

> Secili resht éshté njé rrequll pér té rout-uar
paketén brenda njé rangu adresash IP. Rangu i
adresave IP tregohet nga rrjeti destinacion dhe

maska.
Destination
Network or
Subnet
] 128.171.0.0 /16
2 172.30.33.0 /24

3 60.168.6.0 /24
& 4



8.7: Procesi i Routimit

» Hapi 1 : Gjetja e gjithé rreshtave qé pérputhen

> Secili resht éshté njé rrequll pér té rout-uar
paketén brenda njé rangu adresash |P.

- Routeri ka adresén IP té paketés g€ i vjen.

- Bén Logical AND me maskén né secilin rresht té
tabelés.

- Nése rezultati pérputhet me adresén destinacion
té ndonjé rreshti, atéheré kjo IP ndodhet né njé
rang té pérfagésuar me njé rresht. Pra kemi
rreshta qé pérputhen.

32




8.7: Procesi i Routimit

» Shembull T: Njé adresé IP Destinacion qé NUK
Eshté né Rrangun e Rreshtit

o Dest. IP Address e Paketés 60. 43. 7. 8

> Aplikojmé Maskén (e rrjetit) 255.255. 0. O

o Rezultati i Maskimit 60. 43. 0. 0
> Vlera né kolonén Destination 128.171. 0. 0

- Pérputhet vlera e kolonés Destination me rezultatin
e Maskuar? Jo

> Konkluzioni: Nuk pérputhet

33



8.7: Procesi i Routimit

» Shembull 2: Njé adresé IP Destinacion gé Eshté
né Rrangun e Rreshtit

> Dest. IP Address e Paketés 128.171. 17. 13
> Aplikojmé Maskén (e rrjetit) 255.255. 0. O

- Rezultati i Maskimit 128.171. 0. O

> Vlera né kolonén Destination [ 128.171. 0. O ]

- Pérputhet vlera e kolonés Destination me rezultatin
e Maskuar? Po

- Konkluzioni: Ka njé pérputhje

34



8.7: Procesi i Routimit

» Vendimet e Routimit

- Kurdo gé té vijé paketa, routeri kontrollon
adresén IP, pastaj....

- Hapi 1: Gjen gjithé Rreshtat gé pérputhen

>|Hapi 2: Gjen Rreshtin qé pérputet mé miré.

- Hapi 3: Dérgon paketén sipas drejtimit gé
sugjeron Rreshtin gé pérputet mé miré (Next-
Hop)

35



8.7: Procesi i Routimit

» Pér té gjetur rreshtin gé pérputhet me miré,
routeri pérdor kolonén e maskés dhe té
metrikés.

36



8.7: Procesi i Routimit

» Hapi 2: Gjen Rreshtin gé pérputet mé miré

- Routeri ekzaminon té gjithé rreshtat gé
pérputheshin nga hapi 1 pér té gjetur rreshtin gé
pérputhet mé miré.

- Rrequlli Bazé: zgjedh rreshtin me pérputhjen mé té
gjaté (numri i 1-shave tek maska).

- Reshti 99 pérputhet, maska /16 (255.255.0.0)

- Reshti 78 pérputhet, maska /24 (255.255.255.0)
- Zgjesh reshtin 78 si rreshti gé pérputhet mé miré.

37




8.7: Procesi i Routimit

» Hapi 2: Gjen Rreshtin gé pérputet mé miré

- Rrequlli Bazé: zgjedh rreshtin me pérputhjen mé té
gjaté (numri i 1-shave tek maska).

- Nése ka pérputhje me té njéjtén gjatési, zgjedhja
béhet né bazé té metrikés.

- Ka njé pérputhje me gjatési té njéjté né dy reshta.
- Reshti 668 ka pérputhje gjatésia /16, cost metric = 20.
- Reshti 790 ka pérputhje gjatésia /16, cost metric = 16.

- Routeri zgjedh 790, gé ka koston mé té ulét.
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8.7: Procesi i Routimit

» Hapi 2: Gjen Rreshtin gé pérputet mé miré

- Rrequlli Bazé: zgjedh rreshtin me pérputhjen mé té
gjaté (numri i 1-shave tek maska).

- Nése ka pérputhje me té njéjtén gjatési, zgjedhja
béhet né bazé té metrikés.

- Ka njé pérputhje me gjatési té njéjté né dy reshta.
- Reshti 668 ka njé pérputhje /16, speed metric = 20.
- Reshti 790 ka njé pérputhje /16, speed metric = 16.
- Routeri zgjedh 668, gé ka shpejtésiné mé té larté.

39




8.7: Procesi i Routimit

» Vendimet e Routimit

- Kurdo gé té vijé paketa, routeri kontrollon
adresén IP, pastaj....

- Hapi 1: Gjen gjithé Rreshtat gé pérputhen

- Hapi 2: Gjen Rreshtin gé pérputet mé miré.

~

Hapi 3: Dérgon paketén sipas drejtimit qé
sugjeron Rreshtin gé pérputet mé miré (Next-

Hop) y

40



o - Router Port =
8.7: Procesi i Routimit Interface

» Hapi 3: Dérgoje paketén jashté

- Dérgoje paketén jashté ndérfaqgésit (portés) gé
pércaktohet né rreshtin qé pérputhet mé miré.

- Dérgoje paketén tek routeri gé pércaktohet né
kolonén next-hop router.

“Row | Interface | Next-Hop Router

] 2 G
2 ] Local
2 H

41




8.7: Procesi i Routimit &

» Hapi 3: Dérgoje paketén jashté

- Nése adresa tregon Local, hosti destinacion éshté
lidhur né té njéjtin subnet me ndérfagésin.

- Dérgoje paketén né njé frame tek adresa
pérkatése IP destinacion.

“Row | Interface | Next-Hop Router

] 2 G
2 ] [ Local ]
3 2 H

42




8.7: Procesi i Routimit

» Vendimet e Routimit

- Kurdo gé té vijé paketa, routeri kontrollon
adresén IP, pastaj....

- Hapi 1: Gjen gjithé Rreshtat gé pérputhen
- Hapi 2: Gjen Rreshtin gé pérputet mé miré.

- Hapi 3: Dérgon paketén sipas drejtimit gé
sugjeron Rreshtin gqé pérputet mé miré (Next-
Hop)

43




Decision Caching (mashtrimi)

» Thamé gé routeri kontrollon cdo rresht pér
cdo paketé gé i vjen.

» Cfaré bén nése paketa tjetér gé i vien né
rradhé ka té njéjtén IP destinacion.

» Disa routera i regjistrojné vendimet né njé
listé té quajtur cache.

» Nése paketa tjetér gé vjen ka té njéjtén IP
destinacion pérdor cache-n dhe merr té
njéjtin vendim.

44



Decision Caching (mashtrimi)

» Megjithaté ky proces éshté i rezikshém.

» Interneti ndryshon gjaté gjithé kohés.

» Njé vendim bazuar tek cache-ja mund té
jeté ineficient ose dhe i gabuar.

» Nése routeri bén caching, rekordet né cache

duhet té fshihen shumé shpejt pasi jané
Krijuar.
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8.10: Address Resolution Protocol (ARP)

» Problemi &

- Routeri do té dérgojé njé paketé tek next-hop
router ose tek hosti destinacion.

- Routeri di adresén IP destinacion té next-hop
routerit ose hostit destinacion.

> Por ai duhet ta dérgojé paketén né njé frame né
pérshtatje me subnetin né vazhdim.

- Routeri nuk e di data /link layer address té pajisjes
destinacion.

- Kété e méson duke pérdorur Address Resolution
Protocol (ARP).

Packet Frame
46




8.10: Address Resolution Protocol (ARP)

Originating
Router




8.10: Address Resolution Protocol (ARP)

Originating

Router
~
\
2.~ 10.19.8.47
‘, RouterB -~ does not reSpo dto
NZ 1 10.19.8.3 N
ses not reply .

4,
ARP Response Message: 10.19.8.17
replies

"My MAC address is A7-23-DA-95-7C-99"
& 48



8.10: Address Resolution Protocol (ARP)

ARP Cache:
[P address-
Ethernet

address I Ro;f____,,uter \é .E

[

Routeri zévendéson giftet e adresave IP-Ethernet né ARP cache.
Pérdor kété adresé pér té dérguar né té ardhmen frame tek Hosti
10.19.8.17 pa pérdorur ARP.

Originating
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ﬁ Recap of TCP/IP Concepts

-

Hierarchical IP Addresses

.

E Router Operation

IPv4




8.11: Paketa IPv4

Bit 0 IP Version 4 Packet Bit 31
Version | Header | Diff-Serv Total Length

(4 bits) | Length | (8 bits) (16 bits)

Value | (4 bits) Length in octets

is 4

(0100)

IPv4 éshté versioni dominant.i IP sot.
Numri i versionit né hearder éshté 4 (0100).

Fushat Header Length dhe Total Length
na tregojné madhésiné e paketés.

Fusha Diff-Serv (Differentiated Services) mund té

Pérdoret pér té etiketuar cilésiné e shérbimit.

o1



8.11: Paketa IPv4

Bit O 31

Verer Reshti i dyté pérdoret pér riasemblimin e
4 bt Paketave IP té fragmentuara, por kjo €shté
value shumé e rallé.

is 4
(01007

~
Identification (16 bits) Flags Fragment Offset (13 bits)
Unique value in each original (3 bits) | Octets from start of
IP packet original IP fragment’s

data field

J
Time to Live Protocol (8 bits) | Header Checksum
(8 bits) 1=ICMP, 6=TCP,| (16 bits)

17=UDP

52



8.11: Paketa IPv4

Dérguesi vendos vlerén Time-to-Live (64 deri 128

zakonisht ). Secili router gjaté rrugés e zvogélon
kété vieré me 1. Routeri gé e bén 0 kété vileré e

V1] /A/l w

shkarkon paketén . Mund té dérgojé njé ICMP error
Message (sipas rastit).

IP packet

N

Identification (16 bits)
Unique value in each original

Flags
(3 bits)

Fragment Offset (13 bits)
Octets from start of

original IP fragment’s
data field

Time to Live
(8 bits)

rotocol (8 bits)
=|CMP, 6=TCP,
7=UDP

Header Checksum

(16 bits)
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8.11: Paketa IPv4

Bit 0 IP Version 4 Packet Bit 31
Version | Header | Diff-Serv Total Length

(4 bits) | Length | (8 bits) (16 bits)

V(I L A 1 s \ 1 il | - PR

I(?) Fusha Protocol pérshkruan mesazhin né fushén data
(1 = ICMP, 6 = TCP, 17 = UDP, etj).

Id
Ul
IP packet original IP fragment’s
- \| data field
Time to Live Protocol (8 bits) [[Header Checksum
(8 bits) 1=ICMP, 6=TCP,||(16 bits)
17=UDP

L J

o4




8.11: Paketa IPv4 &

Bit 0 IP Version 4 Packet Bit 31
\ Fusha Header Checksum pérdoret pér té gjetur
fgabimet né headerin e paketés IP.
|
(

Nése paketa ka gabim, routeri e shkarkon ate.
Nuk ka ritransmetim né shtresén internet,
 Késhtu gé shtresa internet éshté jo e besueshme.

IP packet original IP fragment’s
data field
4 N
Time to Live Protocol (8 bits)|| Header Checksum
(8 bits) 1=ICMP, 6=TCP|| (16 bits)
17=UDP
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8.11: Paketa IPv4

KBitQ P Versi.on 4 Packet BJI_S_'I\

Source IP Address (32 bits)
Destination IP Address (32 bits) )
J

fOptions (if any) mPadding

Dat

Source IP Addresses dhe
Destination IP Addresses
jané 32 bit té gjaté.

Options mund té shtohet, por pérgjithésisht

| éshté shumé e rallé dhe nése éshté tregon gé

éshté njé paketé e dyshimté.
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Shterimi i adresave IPv4

» Adresat IPv4 32-bit lejojné mé shumé se 4

billion adresa.

» Adresat jepen nga Internet Assigned

Number Authority (IANA) né gru

» Sot, vetém 14% e adresave IPv4

DE.

nérdoren,

por pérséri kané mbaruar adresat IPv4 gé

mund t'ju vendosen organizatave ose ISP-
ve.
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Shterimi i adresave IPv4

» IPv6 ka adresal28-bit.

» Kjo éshté njé hapésiré e pafundme

adresash.

» Trafiku i IPv6 éshté akoma i vogél.

» Megjithaté firmat duhet té planifi

KO|né per

té suportuar IPv6.
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