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Marrja e masave pér aplikimet dhe shérbimet
Protokollet dhe shérbimet e shtresés Application



1.1. Hyrje

Shérbimet e Internetit - World Wide Web, e-mail, file
sharing.

Aplikacionet - ndérfaqési i pérdoruesit me rrjetin.

Profesionistét — ményra si aplikacioni formaton, transmeton
dhe interpreton mesazhet.

Fokusi - roli i shtresés Application dhe komponentéve té saj:
aplikacioneve, shérbimeve dhe protokolleve.

e Modeli OSI: funksionet e 3 shtresave té sipérme i mundésojné
aplikacioneve shérbimet e rrjetit

e Modeli TCP/IP: protokollet e shtresés Application ofrojné shérbimet e
specifikuara nga OSI
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* Modeli referencé OSI i krijuar si njé guidé pér dizenjimin e

protokolleve té rrjetit.

Shérbimete shtresés Application
fillojné transferimin e t& dhénave
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- 2:3.Modelet OSI ¢
Shtresa Application

Shtresa application, shtresa e 7, éshté shtresa e sipérme e té dy

modeleve OSI dhe TCP/IP.
051 Model TCP/IP Model
[T. Application _] g}?;t“;%” Marne
[ﬁ. PI'EEEI]I:’lIiﬂII ] Apf:;:::;nn Application T
i Transfer Protocal
3. Session ]
Sirmple Mail
|4.  Transpont | [ Transport Transfer Protocol
|3. Network Ditatiow l Internet : ;Eﬂsttﬂccngice
. Layers
[2. [Data Link ) Nefwork S
|1.  Physical Access ConE T




2.4, Modelet OSI dheTCP/IP-
Shtresa Application

Protokollet e shtresés Application pérdoren pér té shkémbyer
mesazhet midis programeve né hostin burim dhe destinacion.

Ka shumeé protokolle té shtresés application.

Funksionaliteti i protokolleve té shtresés application té TCP/IP
pérputhet me até té tre shtresave té sipérme té modelit OSI.

Implementojné pak nga funksionalitetet e shtresés presentation
dhe session.



~~2.5. Modeli OSI —
Presentation

Shtresa presentation (shtresa 6) ka tre funksione kryesore:
Kodimi dhe konvertimi i té dhénave té aplikacionit.
Kompresimi i té dhénave.

Ekriptimi i té dhénave.

Standardet e njohura pér video dhe grafika: Quick Time, MPEG, GIF,
JPEG, TIFF



Session

Shtresa session (shtresa 5) krijon dhe mirémban dialogjet midis
aplikacioneve.

Nis dialogjet, i mban ato aktive, rinis sesionet g€ jané ndérpreré ose
jané idle (getési) pér njé periudhé (shumé) té gjaté kohe.

Aplikacionet web browsers dhe e-mail clients inkorporojné
funksionalitetet e shtresave 5, 6, dhe 7 té OSI .



*=3.7. Modeli TCP/IP= Shtresa
Application

* Protokollet mé té njohura té shtresés application té TCP/IP té
komunikimit né Internet

« HTTP: Hypertext Transfer Protocol

 FTP: File Transfer Protocol

 DNS: Domain Name Service Protocol

« POP: Post Office Protocol

e SMTP: Simple Mail Transfer Protocol ﬁ
e Telnet: Terminal emulation Protocol 4

DNS Telnet E-mail DHCP Web Server RIP
Server Server Server Server Server



Application

Aplikacionet Network-Aware:

Implementojné protokollet e shtresés application dhe komunikojné
direkt me shtresén mé poshté té stekeés sé protokollit.

email client dhe web browser.
Shérbimet e Shtresés Application :

Programe té tjera mund té kené nevojé pér shérbime té shtresés
application gé té pérdorin burimet e rrjetit.

Shembuj jané file transfer dhe network print spooling.
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~2.9.Software-te

Application

* Secili aplikacion ose shérbim rrjeti pérdor protokollet té cilat
pércaktojné njé ményré té pérbashkét pér té formatuar dhe drejtuar

té dhénat.

* Shiko Windows Task Manager.

158 Windows Task Manager

File Options View Help

Applications | Processes | Services I Performance I Metworking I Users |

=
Image Mame

IndicatorUty.exe
mspaint.exe
MESSECES. EXE
OMNEMOTEM.EXE
PFMetDm. exe
PFMTray.exe
plugin-container.exe
POWERPMT.EXE
QuickTouch.exe
RHDVCpl.exe
rundl3Z2.exe
Skype.exe
555cheduler.exe
SynTPEnh.exe
SynTPHelper.exe
taskhost.exe

User Mame
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fuijitsu
Fuijitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu
Fujitsu

CPU  Memory (...

oo
ao
ao
ao
ao
ao
ao
ao
o]
oo
oo
a0
ao
ao
ao
ao

1,000 K
7,960 K
2,692 K
344K
5,284 K
11,684 K
4,660 K
3,436 K
532K
1,332 K
1,080 K
178,996 K
598 K
1,748 K
296 K
4,728 K

Description

IndicatorUty. exe

Paint

Microsoft Security Client User Interface
Microsoft Office OneMote Quick Launcher
Plugfree METWIORK

Plugfree NETWORK

Plugin Container for Firefox

Microsoft Office PowerPoint

LifeBook Application Panel / Core

Realtek HD Audio Manager

Windows host process (Rundll32)

Skype

Mcafee Security Scanner Scheduler
Synaptics TouchPad Enhancements
Synaptics Pointing Device Helper

Host Process for Windows Tasks 12



“~2.10. Funksionet e Protokollit

té Shtresés Application

Protokollet té implementuara né hostin burim dhe destinacion
duhet té pérputhen.

Protokollet vendosin rregulla pér shkémbimin e té dhénave.

Shumeé aplikacione té ndryshme komunikojné — implementohen
shumeé protokolle gé té ofrojné gamén e gjeré té komunikimeve.

Mund té pérdoren shumeé protokollet gjaté njé komunikimi té
vetem.

13



- 3

%FunkSiAO net e Protoko
Shtresés Application

* Pércaktojné proceset né secilin skaj té komunikimit

* Pércaktojné tipin e mesazheve

* Pércaktojné sintaksén e mesazheve

¢ Pércaktojné kuptimin e ¢do fushe informuese

* Pércaktojné si dérgohen mesazhet dhe pérgjigjen e pritshme

* Pércaktojné ndérveprimin me shtresén mé poshté

| 7 Appiication ] PROTOCOLS |7 application )
| & Presentation ] \J [ 5 Presentation ]
| 5 session ] | 5 session ]
| 4 Transport ] [ 4 Transport )
| 3 Network ] |2 retwork )
| 2 Data Link ] | 2 pata Link )
[ 1 Physical )| [ 1 Physical )

é ﬁ =z ﬁ_ é

Application layer protocols provide the miles for communication between applications.

14



Modeli Client-Server

* Né modelin client/server, pajisja qé kérkon informacionin quhet
client dhe ajo qé pérgjigjet quhet server.

* Proceset Client dhe Server konsiderohen té jené né shtresén
application.

* Transferimit té té dhénave nga njé client te njé server i referohemi si
upload dhe té dhénave nga njé server te client si download.

Files are downloaded from the

serwver to the cliert. z C= ’
=
=l ]

Upload ]| E]

Flleg are upioaded from the client 1o
the sarver.

CLIENT



= e

(Cdo pajisje gé i pérgjigjet kérkesés nga aplikacionet klient funksionon si
server

Né njé rrjet client/server, serveri ekzekuton njé shérbim ose proces, gé
shpesh quhet njé server daemon.

Si shumica e shérbimeve, daemon-et zakonisht ekzekutohen né
background dhe nuk jané nén kontrollin direk té pérdoruesit té fundém.

Kur njé daemon merr njé kérkesé nga njé client, ai shkémben mesazhet
pérkatése me client, si¢ kérkohet nga protokolli i tij, dhe pro¢cedon pér té
dérguar té dhénat e kérkuara tek client né formatin e duhur.

Servers

Shembuj jané; httpd, telnetd, dhe ftpd.

Processes Software
[z
o § Disk Drives

Hardware _‘ Network | Client
JE rrr
wWavE - -

Server
Servers are repositories of information.
Processes control the delivery of files to clients.

Client




3.3. Modeli Peer-to-Peer

Rrjeti peer-to-peer pérfshin dy forma:
- Dizenjimin e rrjetit peer-to-peer dhe aplikacionet peer-to-peer.

Rrjeti peer-to-peer: dy ose mé shumé kompjutera jané té lidhur
népérmjet rrjetit pa pasur njé server té dedikuar.

Cdo pajisje fundore (njé peer) funksionon si server ose si
client.

Rrjetat peer-to-peer decentralizojné burimet né rrjet pa pérdorur
njé server té centralizuar.

Peerto-Peer Metworking

Yes. Send over the page | will share a file | have
Direct! to print and | will print. stored on my hard drive.
rectly
connecisd Meanwhile | will access a Can you print the
printer . Illa from your drive. - directions?
Printer PEER PEER
Print server Print client
File client File server
In a peer-to-peer exchange, both devices are considered equal in 17

the communication process.



3.4. Aplikacioni Peer-to-Peer

Aplikacioni peer-to-peer (P2P) lejon njé pajisje té sillet edhe si
client edhe si server brenda té njéjtit komunikim.

Disa aplikacione P2P pérdorin njé sistem hibrid ku ndarja e burimeve
éshté e decentralizuar por gé indekset gé tregojné vendndodhjen e
burimeve jané té ruajtura né njé direktori té centralizuar.

Aplikacionet P2P mund té pérdoren né rrjetat P2P, rrjetat
client/server dhe né internet.

Peer-to-FPesr Applications

Client and server in the same communication

MJILIrL __J71Lr 1LJLri = L1

Instant Massagese Instant Messags

Kleeting Tonigh.
Il e theEnes,
Soeond .

MeEabng tamight.
[ RlIN-2 W
=10 B

f Metaork -\
AN J

EBoth clients: Both clients simultaneocusiy:
- Initiate a message = Send
= Recsive a message = Receive 18

Client and server Client and server



4.1. Disa Protokolle Specifike

Shtresa transport pérdor njé skemé adresimi gé quhet numeér
porte (port number).

Port numbers identifikojné aplikacionet dhe shérbimet e
shtresés application gé jané burimi dhe destinacioni i té
dhénave.

DNS: Domain Name System — Port 53

HTTP: Hypertext Transfer Protocol — Port 80

SMTP: Simple Mail Transfer Protocol — Port 25

POP: Post Office Protocol — Port 110

Telnet — Port 23

DHCP: Dynamic Host Configuration Protocol — Port 67 dhe 68
FTP: File Transfer Protocol — Ports 20 dhe 21

19



_ 4.2.Domain Name System—
(DNS)

DNS pércakton njé shérbim té automatizuar gé pérputh emrat
e burimit me adresat numerike (name resolution).

DNS éshté njé shérbim client/server por pak mé i ndryshém
nga te tjeret.

Klienti DNS ekzekutohet si njé shérbim né vetvete.

DNS client shpesh quhet DNS resolver, pérballon (support)
name resolution pér aplikacionet e tjera té rrjetit dhe shérbimet
té tjera gé kané nevojé pér kéte.

PROVONI: nslookup té SO

20



4.4. Shembull i nslookup

C:\>nslookup www.feut.edu.al C:\>nslookup www.yahoo.com
Server: UnKnown Server: UnKnown

Address: 192.168.1.254 Address: 192.168.1.254

Non-authoritative answer: Non-authoritative answer:

Name: www.feut.edu.al.cdn.cloudflare.net Name: fd-fp3.wgi.b.yahoo.com
Addresses: 104.28.23.8 Addresses: 2a00:1288:110:2::4001

104.28.22.8 46.228.47.115

Aliases: www.feut.edu.al 46.228.47.114
Aliases: www.yahoo.com

C:\>
C:\>

21
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4.3. Name Resolution

Resolving DNS Addresses

File Edit View Favorkbes Took

The name is easy for I GE’“ - @ E‘J @ S

people fo use. Address |4) hitp: fwwm cisco.com/ |

22



_4.5.Domain Name System—
(DNS)

Serveri DNS siguron name resolution duke pérdorur name
daemon, i cili quhet named (shqgiptohet name-dee).

Procesi “named” i serverit sé pari kérkon tek rekordet e tij pér
té paré nése ai mund té pérkthejé emrin (resolve the name).

Nése nuk ka njé rekord té ruajtur ai kontakton servera té tjeré
né ményré qé té pérkthejé emrin (resolve the name).

Sapo té gjendet njé dhe ti kthehet serverit origjinal gé e kérkoi,
serveri pérkohésisht e ruan adresén me numeér gé i pérkon emrit
né cache.

23



~ 4.6. Domain Name Syste
(DNS)

c:\> ipconfig /displaydns shfaq té gjitha regjistrimet e
kapura DNS né sistemin Windows XP ose Windows 200o0.

DNS pérdor njé sistem hierarkik pér té krijuar njé BDH té
emrave pér té siguruar name resolution.

24



~4.7. Domain Name System (DNS)

| have records to find who knows about:

| have records to find who

| have the recards for:

RHoot DNS
SEIVEers

Top-level
domain servers

Secondary level

domain servers
DNS Client

A hierarchy of DNS servers contains the resource records that match names with addresses.
25



~4.8. Shérbimi WWW dhe Hypertext
Transfer Protocol (HTTP)

 Kur njé ardresé web (ose URL) shkruhet né njé web browser, web
browser krijon njé lidhje me shérbimin web qé ekzekutohet né
njé server qé pérdor protokollin HTTP.

» Browser-1 interpreton 3 pjesé té URL:
http://www.cisco.com/web-server.htm

«  http (protokollin ose skemén)
- www.cisco.com (emrin e serverit)

- web-server.htm (emrin specifik té file-t té kérkuar)

26




4.9, Shérbimi WWW dhe Hypertext
Transfer Protocol (HTTP)

HTTP specifikon njé protokoll kérkesé/pérgjigje.

Kur njé client, zakonisht njé web browser, i dérgon njé kérkesé njé
serveri, protokolli HTTP pércakton tipin e mesazhit gé pérdor
client pér t’ja kérkuar web page-t dhe gjithashtu tipin e mesazhit gqé
pérdor serveri gé té pérgjigjet.

Tre tipet e zakonshme té mesazheve jané:

GET: client kérkon té dhéna. Njé web browser dérgon mesazhin GET
pér té kérkuar fage nga njé web server.

POST dhe PUT: pérdoren pér té dérguar mesazhe gé ngarkojné
(upload) té dhéna né web server

27



. Protokolli HT
pérdorur GET

HTTF Protocol using GET

Universal Resource
Locator {LIRL])

i _ HTTPF Request ! l

HTTP Server File 'Ei”EEtE” Client

Host: wwww.cisco.ocom
GET findex.html HTTRS/1.1

0

Fully qualified domain name

Entering "http:ffwwares cisco.com’ in the address bar of & web browser generates the
HTTP "GET' Message.

* Pergjigjja:
e HTTP/11200 OK
e Ose ndonjé mesazh gabimi
e Ose ndonjé informacion tjetér

28



“~74.11. Shérbimet Email dhe
Protokollet SMTP/POP

Post Office Protocol (POP) dhe Simple Mail Transfer
Protocol (SMTP) pérfshihen né shérbimet email.

Pérdoruesit pérdorin njé aplikacion té quajtur Mail User
Agent (MUA), ose email client, gé té lejojné té dérgohen
mesazhet dhe té vendosin mesazhet né kutiné postare té

klientit (client’s mailbox). E-matl Gt (HUA)
-mail Llient

Né ményré gé té merren mesazhet email nga njé e-mail e "
server, MAU mund té pérdoré POP (ose POP3). _ ’
Send E-mail o
Client
SMTP Protocol

Get E-mail

POP Protocaol

SMTPIPOP3 Clients send e-mails to a server using Sl"ei'g:‘
Server and receive e-mails using POP3,



""4.12. Shérbimet Email dhe

Protokollet SMTP/POP

Pér té dérguar mesazhe email si nga njé client ose njé server
pérdoren formati i mesazheve dhe command strings té
pércaktuara nga protokolli SMTP.

Email server kryen dy procese té ndara:
Mail Transfer Agent (MTA)
Mail Delivery Agent (MDA)

SMTP - protokoll dalés

Client = Server

Server = Server

POP - protokoll hyrés

Server = Client
30



3. Shérbimet Emai
Protokollet SMTP/POP

Mail User Agent Is the recipient in my list of
(MUA) recipients?
Ho. Forward e-mail to another
Client SEerver.

Mail User Agent Sender Zend e-mail
(MUA)

recipienti@domain.com

Client SMTP/POP3

Server
Recipient

Mail Tranzsfer Agent
(MTA)

SMTPPOP3 I the recipient in my list of
Server recipients?
Yes. Place e-mail in recipient’s
mailbox .

Mail Delivery Agent
({MDA)

The Mail Transfer Agent process governs e-mail handling hetween servers and servers.
The Mail Delivery Agent process governs delivery of e-mail hetween servers and clients.

31



~4.14. File Transfer Protocol (FTP)

FTP u zhvillua pér té lejuar transferimin e file-ve midis njé
client dhe njé server. Njé FTP client éshté njé aplikacion gé
ekzekutohet né njé kompjuter qé pérdoret pér té ngarkuar dhe

shkarkuar skedaré (to push and pull files) nga njé server qé
ekzekuton FTP daemon (FTPA).

Client krijon lidhjen e paré me serverin né TCP port 21. Kjo
lidhje pérdoret pér té kontrolluar trafikun, dhe konsiston né
komanda té client dhe pérgjigje té serverit.

Client krijon lidhjen e dyté me serverin né TCP port 20. Kjo
lidhje éshté pér transferimin e file-ve dhe krijohet sa heré ka
pér té dérguar file.

Transferimi i file-ve béhet né té dy drejtimet. Client mund té
download (pull) njé file nga serveri ose té upload (push) njé file
ne server.

32



4.15. Procesi FTP

FTP Process

I | | l Client

Control Connection:
Client opans first connaction to the server for cantral traffic.

4

Data Connection:
Client opens sacond connection for data traffic.

Server

- 0 GetData ® @ ® @ >

Based on command sent across control connection, data can be
downloaded from server or uploaded from client.

35



~ 4:16. Dynamic Host Conf
Protocol (DHCP)

PI'OtOl(Olli DHCP 1 General | Alternate Configuration

mundéSOn paiiSj eve ne You can get IP settings assighed autornatically if your network, supports
> = s thiz Capah”i.tj,'. I:Itherwilse, wou need to azk your netwaork, adminiztrator for

rrjet té marrin adresat IP the appropriate P settings:

dhe lnformaCIOne te t] era (%) Obtain an IP address automatically

nga n]e DHCP server. {7 Use the following IP address:

Ky shérbim automatizon
vendosjen e:

adresave IP, (%) Obtain DNS server address automatically

() Use the following DMS server addreszes:
subnet masks,

gateways dhe,
ﬂejl:;?letrave té tjere IP te [ bdvanced.. |

[ ak. H Canicel ]

T




_ 4.17. Dynamic Host Configtration
Protocol (DHCP)

Serveri DHCP mban njé rezervuar adresash IP dhe i huazon
njé adresé cdo klienti (DHCP-enabled client) sapo ai (client) té
ndizet.

Client dérgon njé paketé DHCP DISCOVER pér té identifikuar
ndonjé server DHCP disponibél né rrjet.

Serveri DHCP pergjigjet me njé DHCP OFFER.

Client mund té marré shumé paketa DHCP OFFER nése ka mé
shume se njé server DHCP né rrjetin lokal, késhtu gé duhet té
zgjedhé midis tyre. Ndérkohé ai shpérndan né broadcasts njé
paketé DHCP REQUEST gé identifikon serverin eksplicit dhe

kontratén e ofruar qé po pranon client.

35



= 4:18. Dynamic

Protocol (DHCP)

Duke konsideruar qé adresa IP e kérkuar nga client, ose e ofruar
nga serveri, éshté akoma e vlefshme, serveri duhet té kthejé njé
mesazh DHCP ACK gé njofton client gé marréveshja éshté

finalizuar.

Nése oferta nuk éshté mé e vlefshme - ndoshta se ka skaduar
koha ose e ka marré njé tjetér client — atéheré serveri i zgjedhur
do té pérgjigjet me njé mesazh DHCP NAK (Negative

Acknowledge).

Nése njé client merr njé mesazh DHCP NAK, atéher€ ai fillon nga

fillimi me njé mesazh DHCP DISCOVER.

DHCP Client

DHCP Discover

-

<+— DHCP Offer
DHCP Request

«— DHCP Acknowledge

DHCP Server

36



Server Message Block (SMB)

SMB éshté njé protokoll file sharing client/server.

Ndryshe nga file sharing mbéshtetur nga FTP, client-ét krijojné njé lidhje
afat gjaté me serverat.

Sapo té krijohet lidhja, pérdoruesi i client mund té aksesojé burimet
né server sikur burimi té ishte lokal me hostin client.

SMB file-sharing dhe shérbimet e printimit jané béré shtylla kryesore
e Microsoft networking.

LINUX dhe UNIX OS gjithashtu ofrojné njé metodé pér ndarjen e
burimeve me Microsoft networks duke pérdorur njé version té SMB té
quaj tur SAMBA File Sharing Using the SMB Protocol Shared Resources

Folders
SMB Responses o
- - e
- - & nits * ::I: systems
s niers
EME Requests ; i . - Mail slots
t " )

Printer 37

SMBE is a client-server, request-responss probocol.
Sarvars can make their resources available to clients on the nebtwork.
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4.20. Protokolli SMB

SME Protocol
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A file may be copied from PC to PC with Windows
Explorer using the SMB protocal.
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e

Protokolli Gnutella

Me aplikacionet P2P bazuar né protokollin Gnutella, njerzit
béjné té mundur gé file-et né hard diskun e tyre té mund té
disponohen nga té tjerét pér tu shkarkuar (download).

Kur njé pérdorues éshté i lidhur me njé shérbim Gnutella,
aplikacionet client do té kérkojné pér nyje té tjera Gnutella qé
té lidhen me to.

Kéto nyje pérballojné kérkesat pér vendndodhjen e burimeve dhe
i pérgjigjen kérkesave. Ato gjithashtu drejtojné mesazhet e
kontrollit, gé ndihmojné shérbimin té zbulojé nyja té tjera.

Transferimi aktual i file-ve zakonisht mbéshtetet mbi
shérbimet HTTP.

121, Sherimet 72P dhe

39



4.22. Protokolli Gnutella

* Aplikacionet klient gé jané té disponueshme pér té aksesuar rrjetin
Gnutella, gé pérfshijné: BearShare, Gnucleus, LimeWire,
Morpheus, WinMX dhe XoloX.

Gnutella Suports P2P Applications
Peer-to-Peer Applications
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.23. Telnet

« Telnet ofron njé metodé standarde té rivalizimit té pajisjeve
terminal text-based né rrjetat e té dhénave.

» Njé lidhje gé pérdor Telnet quhet njé sesion ose lidhje Virtual
Terminal (VTY).

* Ndryshe nga pérdorimi i njé pajisje fizike pér tu lidhur me
serverin, Telnet pérdor software pér té krijuar njé pajisje
virtuale gé ofron té njéjtat tipare té njé terminal session me akses
né ndérfagésin e serverit (server command line interface (CLI)).

Telnet Telnet
Client IP address
192.168.2.2
Telnet
Ry

Virtual terminal

Telnet provides a way to use a computer, connected via the network,

= to access a natwork device as if the keyboard and monitor were directly connected 41
Physical terminal to the device.
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/ 4.22. Telnet

Pér té mbéshtetur lidhjen Telnet té client, serveri ekzekuton
njé shérbim té quajtur Telnet daemon. Krijohet njé lidhje

terminali virtuale nga njé pajisje fundore duke pérdorur njé

aplikacion client Telnet.

Nése siguria éshté njé ¢éshtje e réndésishme, protokolli
Secure Shell (SSH) ofron njé metodé alternative dhe té
sigurté pér aksesin né server.
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